SeC Awq = ISO 27001 ISMS

case study

Client situation

An innovative New Zealand based multinational agri-tech
company came to us for consultancy assistance with its ISO/IEC
27001 implementation.

The purpose of the assignment was to assist the client to design,
establish and achieve certification of the Information Security
Management System. The business was committed to an
ambitious implementation timescale with just six months from
project approval to certification.

Consulting assignment

Thanks partly to COVID lockdowns, the assignment took place
100% remotely, communicating primarily through email and
videoconferencing.

www.SecAware.com

We initially proposed a monthly work breakdown including activities such as: scope the ISMS; prepare an
information risk management strategy, clarifying business objectives; prepare/review implementation
project plans; provide templates for the mandatory ISMS documentation plus policies and procedures; help
identify, evaluate and decide how to treat information risks; ensure suitable records are generated by ISMS
operations; help find and engage certification auditors; support the implementation of critical/essential
security controls; conduct an ISMS management review; scope and prepare for an ISMS internal audit;
prepare for and support the ISMS certification audits.

The client contracted with an Implementation Project Manager and an Information Security Manager, so the
bulk of the assighment involved working closely with and supporting/encouraging them.
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Outcome

The client’s ISMS was successfully certified against ISO/IEC 27001 in a little over the six months planned,
thanks to effective teamworking and strong management support.

Unfortunately, both contractors left the client at the conclusion of their six-month contracts — a risky time
shortly before the certification. Despite leaving a relatively inexperienced person to manage and complete
the remaining activities, the preparatory work paid off with no significant issues at that late stage.

Lessons learnt

“Ambitious” project plans are inherently risky, requiring close management attention and support.
e The company’s business drive and visionary senior management led to a successful result.

e Our reviewing and offering feedback and guidance on draft documentation was welcomed by the
project team, who quickly gained confidence and experience in the course of the project.

e Our independent perspective and extensive experience with previous project audits gave credibility
to our informal updates for the senior manager overseeing the project. We reassured management
that the project team was performing well and the project was on-track.

e QOur 20-page ISMS management review was well received by senior management who valued the
assurance we provided. They had the confidence to push ahead with certification as planned, despite
losing the core project management duo near the end.

e A strong, high-performance project team can survive the loss of its main people, with support from
the remaining team and management. It proved to be a sufficiently resilient structure, at the cost of
some stress and concern leading up to the certification. Of course we would not have deliberately
chosen to lose key people at such a crucial time, but the [largely informal] contingency arrangements
proved their worth.

IsecT Limited (security in IT) is an independent/freelance consultancy. We have a keen interest in the human
aspects of information risk and security management as much as the
technology, with a strongly pragmatic business perspective. We help clients
protect and exploit information, enabling the business to do things that would
otherwise be too risky.

Our competences and interests include: ISO/IEC 27001-style Information
Security Management Systems; governance, risk management and assurance;
preparing strategies, plans, policies, procedures, guidelines, business cases and
project proposals; security metrics; security awareness and training; IT and
ISMS internal audits, reviews, gap analyses, supplier assessments,
benchmarking; interim management; CISO mentoring/coaching ...

www.lsecT.com

Our clients are worldwide, of all sizes and industry sectors. We have supplied government and commercial
customers, not-for-profits and charities, consultancies and professional services companies, cloud-based
and bricks-and-mortar businesses, greenfield start-ups and mature multinationals ...

Find out more about us on the SecAware and IsecT websites. Read about ISO/IEC 27001 and
the other 1ISO27k standards at ISO27001security.com. Email us at info@isect.com.

IsecT Limited, Castle Peak, 1262 Taihape Road, Hastings, New Zealand
Call/text +64 21 16 55 33 5 during NZ office hours
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